St Alban’s C of E Academy Newsletter

Autumn Term: Friday 7% October 2022

Healthy Snacks

In every classroom across school, we are providing children
with fruit — the choice of fruit varies from day to day
dependent on the delivery, but include apples, bananas, pears,
oranges or tomatoes.

Children are welcome to still bring in their own snack
alongslde the fruit we are provldmg, but please ensure it is a
healthg option e.g. cereal bar, fruit, chopped vegetables,
goghu.rt, malt loaf, rice cakes etc. Thank you for your
support with this.

PE Days and PE Kits

A polite reminder about correct PE kits for children to ensure that
they are appropriately dressed for their PE sessions.

Children should have a white t-shirt, a pair of navy/black jogging
bottoms and a navy/black zip up or pull over hoodie, as well as
appropriate shoes.. Thank you for your support with this.

e Year | — Monday and Wednesday

e Year 2 — Tuesday and Wednesday

e Year 3 — Monday and Friday

e Year L — Tuesday and Friday

e Year 5 — Tuesday and Thursday

e Year 6 — Thursday (including swimming kit)

Important Dates

* Friday Ikth October 2022 — Last day of autumn one term

* Monday 17th October 2022 to Friday 28th October 2022 —
October half term break

- Monday 31" October 2022 — Children return to school

* Tuesday I** November 2022 — Year 6 height and weight check

with school nurses

* Friday 25" November 2022 — Flu nasal spray for Reception to
Y6

* Friday I6™ December 2022 — Last day of autumn term for
children

National Online Safety

National Online Safety produce guides for parents and carers
around different online sites, apps or dangers that children may
come a.Ccross.

Please see below for guides on:

e Roblox
e Group chats
o Youtube

Our children

We wanted to make parents and carers aware that over the last
two weeks, we have had different visitors from across our Multi
Academy Trust come and visit St Alban’s and each time they have
left they have told us how polite and well-mannered our young
people are.

This is certainly something they should be proud of! The visitors
have commented on great improvements they have seen across school,
especially in EYFS. The children have spoken highly about how much

they en joy coming to school and how much they thrive of¥ being

challenged.




At Natlenal Oniine Safety, we belleve in smpowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with thelr children, should they feel
It ks neaded. This guide focuses on ons of many games which we belleve trurted aduits should be awars of. Pisase visit www.nationafonlinesafety.com for further guides, hints and tips for adults.

CONTACT WITH STRANGERS & &=

Roblox encourages pi to
communicate online ilncludln a
group chat facility). This could expose
chil to risks such as scammers, online
grodotou, harassment, griefers and more. 13 |

he in-game chat has some filters, but isn't Al NN
perfect: players can still send harmful o
messa to others ~ such as scam links or ol
general hostility - while predators can reach {
out to children directly. d | B
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" PUBLIC SERVERS

Roblox has private or VIP servers
which allow people to play exclusively
with their friends, but this costs money,
Most Roblox pla will instead be on
public servers that anyone can join. Servers
can host games which focus on all kinds of
aspects, including direct player interaction.
Some games and servers, therefore, will put
children more at risk of contact from

™ strangers than others.
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ONLINE DATERS

These are also called ‘ODers’

and are quite common in Roblox. An

ODer is an individual who joins a game with
the intention of finding someone fo date
online - and eventually meet in person. Such
online dating is against the Roblox
eommunh¥ guidelines, but this usuall
doesn't deter ODers. Some player-bul
Roblox game worlds have even been
do';lgnod with online dating specifically in
mind.

blox is lly free tod load
and play, but bear in mind that
there are some hidden costs. Players
are encoura to make purchases
in the gome, for example, using real
money Poorla can also buy e
Robux (the =game curren

to

spend on cosmetic items in the game,
while it's possible to purchase a privat
or VIP server. =
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" DISABLE PRIVATE MESSAGING

Advice for Parents & Carers { -

PRIVATE SERVERS

Roblox comes with several parental control options, ~ '8 Roblox'oh ﬁrlvote messaging function raises the

which are explained well on the game’s official risk of ¢

dren being contacted by people they

website. it's essential to enter the correct date of birth m'mt want to speak with - potentially x
to el

for your child, as that alk !

ng to bull

, harassment, toxicity and

1 ou to disabl ity be chiid friendty ~ in

::piy the g| priate chat fllters. The scam attempt r server.
low:gcm%nd carers to set monthly spending messages from anyone who hasn't been added your child Is a Roblox fan, it's |
restri and monitor their child's account. as a friend on your child’s account, regularty about who they are playing the game with.

MONITOR SPENDING

If they don’t understand they're using real monoz, it's easy for
children to accidentally spend a sizeable amount in the game.

Using parental controls to place limits on their spending wili help
avold any nasty financial surprises. Ensuring that you have
two-factor authentication on your payment accounts also makes it
harder for your child to spend money inadvertently,

g
Meet Our Expert

Clare Godwin (a.k.a. Lunawolf) has worked as an editor and
journalist in the gaming industry since 2015, providing
websites with event coverage, reviews and gaming guides.
She Is the owner of Lunawolf Gaming and is currently
working on various gaming-related projects including
game development and writing non -fiction books.

block and report any users who are upsetting them or askin,
uncomfortable questions. Talking to them about what's OK to discuss
= and what they should never tell a stranger online ~ will help them
understand how to communicate with other people online safely.
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At some point In their development, your child will need t;g ‘ A‘
learn how to deal with strangers online. Show them how to A ‘&w?
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@ www.nationalonlinesafety.com y@nctonlinescfety n [NationalOnlineSafety @nationalonlinesafety
Users of this gulde do 2o at their own discretion. No llability is entered into. Current as of the date of release: 07.09.2022




At Natlonal Oniine Safety, we belleve in empowering parents, carers and trusted aduits with the information to held an informed conversation about online safety with thelr children, should they feel
Itis nesded. This gulde focuses on ons of many lssuse which we belleve trusted aduits should be aware of, Plaase visit www. nationaioniinesafety.com lor further guldes, hints and tips for oduits.

“What Parents & Carers Need to Know about # (&)

GROUP CHATS ~

.online'g b lchatslarelamongithe!
g "mmwn&imﬂwwﬁmmg

through messagil
ost/populariways !

threelor/more individ 0 333‘33';’]@

everyone in one place. iand )(:ﬂlh

interests or members of a club to communica ndcoordlnote activities, they. con
also leave young people feeling excluded bulliod c@aw:ﬂ] providing
opportunities for inappropriate content to belshared/and|views

o000
WHAT ARE
THE RISKS?

7 BULLYING

Unkind comments or images which
are purpouly dmod at an individual
can b in a group chm -
ullowing and olton encouraging ot
to join in the bullying behaviour. if !hll
tent is shared in o gro p of their peers
ospoclaliy a lurpor l‘ it serves to
m'.lument. anxiety
Ilolct[on thet the victim feels,

It’s Important to remember that - while the

content of the chat Is private between those

in the group - individual users can ocsn‘

share a message, photo or video with

outside of the group or screenshot what's been
osted. The tlo of mcthln r ch

ntended as p blic (and

potentially goln vlral is hlq or l! there are

people they don t know well in the group.
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EXCLUSION AND ISOLATION UNKNOWN MEMBERS

N o0
This common Issue with grou chats can . i Within lc.:?o Eroug chats, it's more w‘
happen in several ways: sta 3 yo 1 bo eommunlcnt!ng
group, for instance, but delibera know. These
a certain child. Likewise, the chat may take E b the host, but
glaco on an app which one child doesn’t not necessari Mondl toward your child.
ccess to, mconln they can’t b. involved It’'s wise for le not to share
child can also feel isol roup ehat is personal d p.:gwy aware that they have
used to discuss or shon Imagn fro CLET T

no control ovortho messages and images they
that everyone else but them attended.

share after they‘ve put thogn.'l‘onllnn
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NOTIFICATIONS AND FOMO

A drowback of large group chats Is the
sheer nod?l i Every time
someons in tho p momgoc. your child’s
dcvlco will be h an alert: potentially,
X el ':::u“;tmﬂ engage in it or '“"- : oouid mean hundzds of noutl&lmom a day.
. function, so K:uv child may be unugg to uport . ".i,'m :f nq'mx‘&l lattmung
” lomethlng they‘ve seen because it can only be eonvunauo time as

d once or for a short time. they try to knp up wml the chat.
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Some discussions in group chats may
include inafpvoprk:te words, swearing and
unsuitable s or videos. These could be

viewed ur chud if they are part of that
T e

CONSIDER OTHERS' FEEUNGS

Group chats are often an arena for

young people to gain social status. This |

could cause them to do or say things on ",

impulse, which could upset others in the

group. Encourage your child to consider how

other ple might feel if they engaged in this

?hogo our i r chlld does upset a member of
r

ompa%hy and opolog se for their mistake.

PRACTISE SAFE SHARING

In any online communication, it’s vital for b/l

young people to be aware of what they're
sharing and who might potentially see it.
Discuss the importance of not revealin
identifiable details like their address, their
school or tos that they wouldn't ifke to be
soon widely. Remind them that once somethi
is shared in a group, they lose control of where
may end up and how it might be used.

rt them to reach out, show

GIVE SUPPORT, NOT JUDGEMENT

Remind your child that they can conﬂdo in you if
they feel builied or excluded in a grou,

instead of responding to the person w o's upw
them. Validate their hurt feel nga and help

to put them back in control by discussing

how they'd like to handle the situation.

On a related note, you couid also

empower your child to speak up if they're

in a chat where others are being picked on.

AVOID INVITING STRANGERS

s«dlr many individuals online hide their
true identity to gain a child’s trust - for
oexample, to gather information on them,

to exchange inappropriate content or to coax
them into doing things they aren’t comfortable
with. Ensure your child understands why they

shouldn’t add people they don’t know to a group

chat ~ and, especially, to never accept a grou
chat Invltotlo?!rom 'gﬁrungor il -

If your child is in a chat where

inappro tg:iuto content is being shared,

advise them to block the users sending

the material, report them to the host g

or platform and exit the group. If any of this
content could be puttinga m nor at risk,
contact the police. Emphasise to your child that
it’s OK for them to mmply leave any group chat
that they don‘t feel comfortable being a part of.

SILENCE NOTIFICATIONS

Having a phone or tablet bombarded with
notifications from a group chat can be a % :

\ massive irritation and distraction -

especially if it's hopponing late in the
evening. Explain to your child that they

can still be part of t 81 up chat, but that it
would be Malthlor for them to turn off or

mute the notifications and catch up with the
conversation at a time which better suits them.
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Meet OQur Expert

Dr Claire Sutheriand is an online safety consuitant, educator
and researcher who has developed and implemented
anti-bullying and cyber safety policies for schools. She has
written various academic papers and carried out research for
the Australian government comparing Internet use and sexting
behaviour of young people in the UK, USA and Australia.
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What Parents & Carers Need to Know about

> YOUTUBE

YouTube is a video-sharing social media platform thot allows billions of people around the world to watch,
share and upload their own videos with a vast range of content ~ including sport, entertainment,
education ond lots more. It‘s o superb spoce for people to consume content that they're
\ Iinterested in. As a result, this astronomically popular platform has had a huge social

T impact: influencing online culture on o global scale and creating new celebrities.
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INAPPROPRIATE CONTENT

YouTube is free ond con be accessed
via numerous devices, even without
creating o YouTube account, Some
ontent is H as ‘oge-restricted’
requiring the user to be logged into an
account with a verified age of 18), but
children caon still view some mil
in ropriate material. This can include
profanity and viclence, which some
young users moy find upsetting.

YouTube is 0 sociol media

which ollows le to ipteract with
other (usually unknown) users. Account
holders can leave comments on any
video they have occess to, as well o3
maessaging other users directly.
Connecting with strangers onfine, of
course, can potentiolly lead to children
being ex to odult languoage, to

cy n? and even to encountering
online predators.

SUGGESTED CONTENT

YouTube recommaends videos reloted to
whot the user has previously wotched on
their occount, aim 'gnlo ovide content
[ that will interest them. This is intended to
be helptul but can also leod to
bl-m:- watching and the risk of screen
oddiction, npodolx i ‘auto-play’ s
octivated, Users without an account are . ¢
shown ulor videos from the last 24
hours, which might not always be
wnoblo for children,

ey

B (1) HIGH VISIBILITY
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go;\lonl en‘otw can also be phut ot .

sk ~ o3, a ung ones who 0
moke mmnnr """ﬂmc. as visible

as possible, Creot : and uploodu:&i
content exposes children to poten
harassment and toxicity from the
commants mon. along ulim l::o
possibility of direct messaging from
strongers. Videos posted cly con be
watched by anyone in the world.

YouTube is teeming with trends,

ch and memes that are fun to
watch and join in with. Children often find
these immaensely entertaining and might
want to try them out. Most chollenges
tend to be safe, but many others may
harm children through sither wotching or
copying. "'::Rd" solt ond ice
cho‘ooq:', Ich can couse injuries very
quickly, is just one of many such
examples.

SNEAKY SCAMMERS

Popular YouTube channels regularly have
scammers posing as a well-known
Influencer in the commaents section,
thgun to lure users into clicking on
their phithing links, Scommers
ate YouTubers by adoptin

thelr nomes and profile imoges, an
sometimes offer cash gifts or ‘get rich

wick” schemes, Children may hot realise
that these users ore not who they claim
to be.

L
APPLY RESTRICTED MODE

Restricted Modoblt ’on oplrl.mol setting that
events YouTube from showin ropriate
g:mtom {such as drug and alc m

ocross age-inappropriate content on the

atform, we would recommend enabling

estricted Mode on each device thot your
child uses to occess YouTube.

CHECK OTHER PLATFORMS

Influential content creators usually have
other soclal media accounts which they
encourage their fans to follow. Having an open
discussion obout this with your child mokes it
easier to find out how else they might be
following a porticular creator online. It also
opens up avenues for you to chack out that
creator's other channels to see what type of

se, grophic
viclence and sexual situations) to underage
viewers. To prevent your child from chanclng @

CONSORED
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TRY GOOGLE FAMILY

Creoting o Google Family account atlows

you to monitor whot your child is wotching,
uploading and sharing with other users, It

will also display their recently watched videos,
searches and recommended videos. In generol, o
Google Family account gives {ou on oversight of
how your child is using sites like YouTube ond
helps you ensure they are only accesting
appropriate content.

MONITOR ENGAGEMENT

YouTube is the online viewing platform of
cholce for billlons of people, many of them
children, Younger children will watch
different content to older ones, of course, ond
react to content differently. You may want to

content creators - to understand the types

Advice for Parents & Carers (¥

CHECK PRIVACY SETTINGS

YouTube gives users the option of uploading
videos as "private’ or ‘unlisted’ -~ so they could
be shared exclusively with family and friends,
for example. Comments on videos con clso be
disabled and channels that your child is
subscribed to can be hidden. If your child is only
uploading videos that are protected os ‘privote’,
they are far less likely to recelve direct
messages from strangers.
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LIMIT SPENDING & L

Although YouTube is free, it does offer some
in-app purchases: users can rent and buy TV
shows and movies to watch, for exomple. If
you're not comfortable with your chil
purchasing content online, limit their access to

our bank cards and online payment methods

an rents have discovered to their cost that
ac happity devouring a paid-for series

keoop an eye on how your child interacts with
content on YouTube ~ and, If applicoble, wm)

content your child is being exposed to. of videos they are interested in
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